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YOUR KEY TO eSECURITY

USB Smart Card Authentication
Token with Flash Memory

Complete Secure Access and Portable
Data Storage Solution
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© Features:

* Strong two-factor authentication: i.e. both the token and the
token password

¢ Flash memory for mass data storage (up to 4GB)

¢ On-the-fly flash memory encryption — using AES128 encryption
algorithm and key stored on-board the token

¢ Highly secure implementation using smart card chip

¢ Public key infrastructure (PKI) support, with on-board RSA 1024-
bit and 2048-bit PKI key generation, authentication, and digital
signing

* Secure storage of user passwords and cryptographic keys

 Auto-run feature - enables solution providers to pre-load
applications that automatically run directly from the token

¢ Flexible Java-based platform
e Supports Microsoft CCID
© Benefits:

¢ Flexible solution with multiple capabilities in a single device

¢ Protects organizations’ IT resources and data

 Enables compliance with regulations mandating data security
and privacy protection, such as the Sarbanes-Oxley Act,
HIPAA, and Basel Il

e Full portability of user data and credentials - no special
reader needed

* Enhanced productivity with increased secure connectivity
to networks, applications, and web-based services

© Enabled Security Services & Solutions:

e Secure network logon

* Windows and web-based application authentication
¢ Email encryption and digital signing

* Mobile data encryption

« Strong authentication and secure transactions for online ™
financial services and eCommerce applications

¢ VPN authentication
* Remote Access Server (RAS) authentication

* PC Security: boot protection, disk encryption, and file
encryption

¢ Online government and health services
e Secure physical access

For more information regarding eToken solutions, please go to:
http://www.Aladdin.com/eToken

For a full list of eToken Solution Partners, go to:
http://www.Aladdin.com/partners
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