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Proactive Zero Day Attack Prevention
The robust network protection provided by the Firebox X
Edge is based on sophisticated proxy technologies.
They supply built-in, proactive defenses to block many
kinds of attacks including buffer overflows, DNS
poisoning, DoS, and DDoS. This unique level of zero
day protection is far superior to products that rely
solely on packet filter and signature-based technology
to stop known threats. It puts strong defenses in
place from the moment you turn on your Firebox.

Added Protection in Critical Attack Areas
Powerful security subscriptions provide additional
layers of network protection. Fully integrated on the
Edge and continually updated, they work cooperatively
with the built-in defenses for a complete unified
threat management solution.

• spamBlocker 
Blocks up to 97% of unwanted email in real time
regardless of content, format, or language

• WebBlocker 
Increases productivity, prevents legal liabilities,
and decreases security risks by blocking access to
malicious or inappropriate web content 

• Gateway AntiVirus/Intrusion Prevention Service 
Stops known spyware, trojans, viruses, SQL
injections, and policy violations at the gateway

Centralized Management for Multiple Appliances
When you deploy multiple Edge appliances as end-
points on a Firebox® X Peak™ or Core™ network, the
Edge can be centrally managed using WatchGuard
System Manager (WSM). WSM streamlines VPN and
configuration management, allowing you to set unified
security policies across the entire network, push
appliance software updates to all managed Edges,
and effortlessly create drag-and-drop VPN tunnels.
WSM also provides comprehensive logging, flexible
security policies, and real-time monitoring tools.

Comprehensive Networking Capabilities
Get the reliable, flexible networking options you need
to ensure that your small business, remote offices,
and branch offices are always secure and connected.

Secure, Efficient Traffic Management

• Provide security for multiple external IP addresses

• Get support for Dynamic NAT, 1:1 NAT, and PAT

• Minimize network downtime with WAN failover to a
secondary port or to a dial-up connection through
the serial port

• Maximize connectivity with full VPN failover

Dependable, Configurable Quality of Service (QoS)

• Set priorities to dynamically allocate bandwidth
so mission-critical and time-sensitive traffic, such
as VoIP, takes precedence over less-critical traffic

Unmatched Ease of Use
Firebox X Edge is managed with an intuitive web-
based interface. Easy to set up and maintain, it
reduces network administration time for the IT expert,
while providing indispensable ease of use for novice
administrators.

Flexible Wireless Security
Wireless models include an 802.11b/g wireless
access point with WPA, WPA2, and WEP security
options.

• Three distinct wireless security zones (VAPs) give
administrators precise control over Internet access
privileges for different user groups

Protecting Your Security Investment
As business needs grow, you can upgrade to the
capacity and security features of a higher model in the
line by applying a simple software license key. That’s it –
there’s no additional hardware to buy.

Strong, Reliable Protection for Small Business Networks   

• Built-in proactive attack
prevention safeguards
against new threats

• Continually updated
security subscriptions
provide up-to-the-minute
protection

• Reliable, flexible networking
options ensure remote offices
are secure and connected 

• Easily control and prioritize
network traffic with QoS 

• Intuitive management
dramatically streamlines
administration

• Scalable and upgradeable
to protect your security
investment 

• Global team of security
experts are there when you
need them

• RoHS and WEEE compliant 

Small business networks need the same comprehensive protection that larger companies rely on, without the
complexity. Now this can easily be achieved with the Firebox® X Edge e-Series security appliance from
WatchGuard. The Firebox X Edge is a complete unified threat management (UTM) solution that blocks zero day
attacks, spyware, viruses, trojans, spam, and blended threats to ensure that your data is safe. The easy-to-
configure branch office and VPN tunnels provide encrypted remote access to network resources, while WAN and
VPN failover capabilities help to preserve business connectivity and uptime. Its flexible networking features also
allow traffic and bandwidth prioritization for maximum efficiency and network performance. With its capable and
intuitive user interface, the Edge is an excellent choice for businesses with limited IT resources, and comes in both
wired and wireless models to meet your specific network requirements.
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